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GovAssure Announces SCAP Validation Made Simple with Secure Elements C5 Compliance Solution
In March 2007, the OMB announced the “Implementation of Commonly Accepted Security Configurations for Windows Operating Systems,” directing agencies with Windows XP TM and Vista TM operating system to adopt the Federal Desktop Core Configuration (FDCC) security configurations developed by the National Institute of Standards and Technology (NIST), the Department of Defense (DOD) and the Department of Homeland Security (DHS). 

Based on the OMB directive, Federal CIOs shall ensure that government desktops operate correctly on Federal Windows XP and Windows Vista computer systems configured with FDCC and do not change FDCC settings. 

The SCAP Validation Requirement 

To achieve this, both industry and government information technology providers must use SCAP validated tools with FDCC Scanner capability to certify their products operate correctly with FDCC configurations and do not alter FDCC settings.
Agencies must use SCAP tools to scan for both FDCC configurations and configuration deviations approved by department or agency accrediting authority. OMB has also mandated that agencies use SCAP Validated tools for monitoring the use of the FDCC configurations as part of FISMA continuous monitoring.

GovAssure announces the availability of the C5 Compliance Platform

Enter the C5 Compliance Platform, developed by Secure Elements, a division of Fortinet.  C5 provides simple and exacting SCAP validation leveraging the latest NIST & NSA technology.  The C5 Compliance Platform delivers agency adherence to the OMB mandate:

*
Quickly identifies vulnerabilities using OVAL/XCCDF checking languages

*
Fully complies with NIST SCAP data streams and standards

*
Audits across heterogeneous desktops and servers: Windows, Linux, Unix for mis configurations, vulnerabilities, and patch levels
*
Delivers ready to deploy remediation and enforcement actions

*
Includes standard reports and exports to XLS and CSV formats for custom analysis

*
Out of the box scans for FISMA (800-53), FDCC, PCI and FERC-NERC

Agencies looking for easy – low capital and operational cost SCAP validation are encouraged to call GovAssure to find out how Secure Elements solution can make SCAP validation a snap.  C5 is the ultimate SCAP validated tool supporting the OMB mandate for secure desktop configuration compliance. 
GovAssure – “Bringing the Latest Information Assurance to Government”

To learn more about Secure Elements SCAP solution or to discuss your SCAP requirements call GovAssure at 805-961-9696 or read our Secure Elements white paper below:

Secure Elements C5 SCAP Platform from GovAssure:

C5 Compliance Platform - Overview 

C5 Element Manager

The C5 Element Manager is the server that acts as a centralized manager of the element sensors and as a decision support and reporting system. Delivered as an industry-standard Intel-based 1U server, with a hardened operating system and embedded database that can be installed in minutes.

C5 Element Sensors

The C5 Element Sensors are lightweight software agents that have an extremely small memory footprint and a very low-impact processor utilization design. Available for workstation and server platforms running Windows, Linux, and UNIX, and is portable to any platform that can support a JVM or Windows .Net CLR environment. 

The element sensors are responsible for continuous monitoring of hosts and reporting element survey results back to the element manager on a scheduled basis. In addition, the element sensors can perform actions - on demand - for auditing IS controls and configurations, evaluating asset policy conformance, assessing the host for vulnerabilities, or remediating and enforcing actions.

C5 Command Center

The C5 Command Center supports unified views of your compliance posture, with support for many activities such as scheduling asset discovery scans, policy development and enforcement, IS control auditing, vulnerability assessment and remediation, asset inventory, user/role management, and 360 reporting and analysis. The 360 reporting and analysis capability, as well as IS control auditing and vulnerability assessment capabilities, are also available via web browsers. 

C5 Compliance Content

The C5 Security Labs are staffed by highly skilled Information Security Engineers. A best practice for any information security program is to monitor for relevant information security threats so that you can adjust your defenses as required. 

The C5 Security Lab publishes the C5 Alert Service, an RSS based threat notification service that includes severity of threat and recommended mitigation actions. Since were monitoring sources for new threats and vulnerabilities 24x7, you can be assured that youll get the information you need most - when you really need it! 

In addition, this team maintains one of the largest standards-based library of rules and actions for compliance and vulnerability management. This library, maintained as XML content, is updated on a daily basis, and tested and validated within the C5 Compliance Platform prior to publishing. If updates are required such as a vendor publishing a revised security patch our engineers make the update and publish as part of the customer’s subscription service.

These feeds include content for:

*
Audit rules system configuration checks and interrogatories

*
Vulnerability checks software vulnerabilities 

*
Asset-based policy enforcement actions

*
OS and application remediations

*
Industry, regulatory and best practice templates NIST SCAP, FISMA, ISO 17799, SOX, GLBA, HIPAA

*
Patch, configuration, and policy content  

C5 Compliance Platform

Todays businesses are required to address security and compliance risks on their IT infrastructure on a daily basis. Most businesses rely on a collection of point products and manual processes when attempting to solve this problem. Secure Elements solution enables organizations to close IT compliance gaps, and implement continuous monitoring in order to audit, evaluate, and comply with internal, industry, and regulatory policies for IT controls and security. 

The C5 Compliance Platform is delivered as an integrated security appliance that is easy to deploy, manage, and report results. With this solution, you can quickly determine your security and compliance posture. 

The Secure Elements solution:

*
Identifies security vulnerabilities 

*
Finds compliance exposures 

*
Audits across heterogeneous systems 

*
Evaluates and matches exposures with fixes 

*
Delivers ready to deploy remediation and enforcement actions

*
Demonstrates compliance with 360 degree reports
Call GovAssure to set up an evaluation of the 

C5 System today @ 805-961-9696

